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1. Before you get started

Congratulations on pasoing Opel Data Storage Software t@ ideal solution for nethaskd
storage management. This manual will assist you as you install dnel lcardigare.

In order to reach the desired configuration as quickly as possible, please read the following pag
thoroughly. The time invested is well afientall, you have purchased this solution for your invaluable
data.

1.1.System regirements

x8& - compatible PC

CPUL GHz,

2 GB main memory,

USB port,

One or several suitable hard drives (SATA,SAS, SCSI, ATA)
Optionally a hardwasdBontroller, Fibre Channel and iSCSI Storage
Network Interface Card

E N ]

OperE Data Storage Softwaredraingis own operating system no additional software is required.

NOTE In order toachievemaximum performance, we recommend using a netamrkvith 1 Gb or
more(multicards 1Gb/s recommended for bondemg)wvell as a processor with at lea&Hz.
If several computers are accessing Bf8S V6ystem, we recommeddByte main memory.

1.2.Supported clients

9 Microsoft Windows (all versions)
9 Linux

T Unix

1 Mac OS 8.0, 9.0 and OS X

1.3.Supported network protocols

i1 TCP/IP
1 SNMP

1.4.Supported network file protocols

1 SMB / Cl/ Samba
91 Apple Talk
1 FTP/SFTP
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1.5.Required tools

9 Grounding strap or mat in order to avoid electrostatic discharge (ESD),
fTTools for opening the computerds chassis (typ

1.6.Safety precautions
1.6.1.Personal safety

CAUTION High voltages maguarcinside computer equipment. Before removing the chassis,
please turn off the power switch and discorpmweetloords.

1.6.2. Safety for your data

If you are not using new hard drives for opgratidata Storage Softwareplédse backup all
importat data prior to installation. Adding a hardQipeEt®ata Storage Softwargdds hand
in hand with a complete format of the hard drive, which can possibly delete existing data.

1.6.3.ESD precautions

In order to avoid damage to your compu@pexEdata Storage Softwareplé@se ensure you

are grounded before opening the PC or the ESD package tRgierdhidinta Storage Software

V& Using grounding straps or mats is the best way to ensure this safety. If you do not have grounc
equipménhandy, please make sure you are grounded e.g. by touching heater before working wi
OperE Data Storage Softwargdfénstance, by touching a heater.

1 Avoid touching the components insideuhlesdhecessary,
9 PleasédoldOperE Data Storage Baire V@nly on the edges.

2. Features

OperE Data Storage SoftwarasVdn alin-one IFStorage OS offering NAS and iSCSI (target and
initiator) functionality in a single application with excellent enhanced management and superior relia
for orgarsations of all sizes.

2.1.What iOpenE Data Storage Software V6

NAS(Network Attached Storage)utions are defined as storage systems that are directly hooked up to
a network infrastructure. Also, they operate independently and do not have to beseoverecizd

a controller or host adapter. The term fAstor a
storage or actually store or organize data. Currently, data storage is the most common and m
widespread type of NAS systems.

NAS solutions are based on a separate operating system (and often also on special hardware), w|
operates independently from the servers on a network. Typically, this operating system is software th
optimized for providing data (file server).
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NASsolutions allow users to add additional storage to existing networks quickly, easily, and cos
efficiently.

iISCSlinternet SC¥lis a protocol that encapsulates SCSI (Small Computer System Interface) command
and data in TCP/IP packets for linking stevages with servers over common IP infrastructures. By
using iSCSI, you can supply high performance SANs (Storage Area Networks) using standard IP netw
like LAN, MAN, WAN or the Internet.

iISCSI solutions are based on a separate operating sgffesmatsalon special hardware. Typically,
this operating system allows operating iSCSI technology.

iISCSI solutions allow users to add additional disk devices to existing networks quickly, easily, and c
efficiently.

iISCShas a clienterver architire. Clients ah 5CSI interface are called "initiators". Initiators issue
iISCSI "commands" to request services from components, logical units, of a server known as a "tar
The "device server" on the logical unit accepts iSCSI commandssatiteprocesse

OpenrE Data Storage Software prévides a fast, reliable, and scalable platforBtdimgi® and

combines the power of NAS & iSCSI in a single operating system. No matter if you need file shar
storage consolidation, backup and recoltejzation or replicat@perE Data Storage Software

V6offers excellent priogerformance ratio, enhanced manageability, and increased productivity.

The flexible designQpferE Data Storage Softwareeivdbles organizations of all sizes te creat
effective NAS and/oSHIN/iISCSI solutions that can adapt to and meet the simplest or most complex
storage needs.

OperE Data Storage SoftwarésMaiilt on the proven GpdwASR3and Ope& iISCSR3family

with all of its superior security, gtabiiimanagement advantages, and iE Ogigh generation of

IP-storage software.

OperE Data Storage Software ads new back capabilities, simplified setup and storage
management, extensibility, and is specially tuned to provide -Uptingdlsitand data protection

for centralized storage. @pBI$S Véncreases iSCSI target efficiency by supporting multiple iISCSI
initiators on different volumes, without sacrificing NAS performance.

2.2.0penE Data Storage Softwarefiitctiorality

OperE [nta StorageoBware V& one of the easiest ways of implementing sanhASnd/or

iISCSI technology in your network. Through its simple arahfigotipée, it is a flash memory with a

USB 2.0/1.1 port @dperE Data Storage Softwar@asAs operating systéperE Data Storage

Software &an be used with all x86 PCs containing USB ports, an IDE controller and an additional SA
Controller on their mainboard or hardware controller.

To begin working vdierE Data Storage Software@Ngou need to do is assign an IP address to the
NAS server and/or iSCSI targigter automatically through an existing DHCP server or by assigning it
manually. All other settings are handled via a-eed Wwhbith can be easily accessed thmuligh th
address @perE Data Storage Softwarasity the encrypted https protocol.

OperE Data Storage Softwaralléis users to createaibed shares (i.e., resources within a network
that numerous users or user groups have certain accescass Tijhta to the shares are controlled
through the user and user group settings.

OperE Data Storage SoftwaralM@vs users of client stations to delesfatievices and aggregation
andform iSCSI Targets and their local mounting from Hrey regtsviork.
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2.3.WhyOpenE Data Storage Software?V6

Often, storage in network environments is expanded the following way: file servers have to be shut doy
order to install additional drives. Next they need to be reconfigured. This tediocisidask often in
copying data manually onto larger drives, consuming a lot of time and money.

WithOperE Data Storage Softwarey® can

add storage to your existing network quickly, easily, and most ingffictantlycost

consolidated storageldackps for multiple servers,

improve ata availability and efficiency

lower costs by centralizing storage management

simplifthe installation andgming management of a BAdking iISC&rsus using Fibre Channel.

E g

Expensive hardware is, therefolmger hecessary. Take any coniutegw rack server or an old
desktop PC with UsBts 2.0/1(Internal or externaland exchange the system drive fopémE

Data Storage SoftwardJ@B flash modLuil® store dat®perE Data Storage Softwébeses IDE

(ATA) and SATA hard drives, connected to ports on your mainboard or hardware RAID controller.
Additional@perE Data StorageofBware V8upports software RAID, so you can create software RAID
over single hard drives or over existing d&AvRs.

For example, you can create a software mirror over two hardware RAID5s for very high reliability.

Within a few minutes, you will have up to several hundred gigabytes available drwithouhetwork
much effort and any downtime.

2.4.RAID types

This manual is not intended to replace your RAID controller manual. But we want to provide you witf
overview of common RAID types so that you can make an informed decision on which type to chot
Depending on whom you ask, RAID means either Redyndahtd&pendent Disks or Redundant

Array of Inexpensive Disks. Both are correct. In essence, you combine the capacity, speed and secur
several disks into one.

RAID Oforms one large hard disk by concatenating stripes from each membersdrives Strip
configurable roughly between 64 KB and 1 MB. The result idastliBAtitindut with no added
security. One failing drive may ruin the entire RAID.

RAID Imirrors hard drives. By writing identical data onto more than one driventsewedy is
Acompletely defective drive does not cause any loss of data. The drawback is reduced performance
capacity.

RAID ombines data striping from RAID 0 with parity checking, therefore combining speed and impro
security. The loss of oneedsi tolerable.

RAID @&xtends RAID 5 by adding an additional parity block, thus #tevststipicky with two parity

blocks distributed across all member disks. It was not one of the original RAID levels. The user capac
a RAID 6 array is2Nwhere N is the total number of drives in the array. RAID 6 does not have a
performance penalty on read operations, but it does have a performance penalty on write operations
to the overhead associated with the additional parity calculations.

RAID10is a combination of RAID 1 and 0, hence the name. Data is written in a striped and mirrore
configuration, providing high performance and robust security.
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3.1.

3.2.

=a =

OpenE DSS V6 installation instructions

IMPORTANT

NOTE DSS V6 is a standalone bootable storégeT@e software for the Lite version and the regular
version of DSS V6 is the same; however the Lite version has a limited feature set. After
installation and boot, DSS V6 works as the full version in trial mode. Later you can convert the
trial mode to th full or Lite version by entering the appropriate key

NOTE  Starting with both the zip and I1SO file you can boot DSS V6 or install it onto the storage server
hardware. We recommend installing the software onto a hard drive, SSD, or a small Logical Unit
(volume) in your RAID. The following RAID controllers are supported as a bootable media:
MegaRAID, Smart Array, 3ware, Adaptec and Areca.

Only 2GB is needed for the DSS V6 software, and this drive or Logical Unit cannot be used for
your storage volumes. B$lash drives are not recommended for long term use due to reliability
issues.

As mentioned above, the DSS V6 software has a boot option to install DSS V6 on a writable FAT
or FAT32 partition or a RAID Logical Unit. The Installer automaticallyac2&fegartition on

the selected media and copies the DSS software image onto it.

Whole space of a destination media will be reserved foEQp®S V6. You will NOT be able to

use remaining space for storage purposes. Please use as low capacity gevicaagbut not

less than 2GB).

Preparinga USB flash drivas the boot media/installgith the ZIP
file

Please uncompress the downloaded zip file onto an empty FAT or FAT32-flashadice WsB
Windows, Linux or another OS. If you encawiteuge FAT for the USB drive and put your system
BIOS into legacy mode on the USB port.

After uncompressing the zip file on thti¢kSBe root directory must ONLY contain the following
directories: bxxxx, boot and file mmenu_upd.sh whehe safwaré build number.

TomaketheUSBt i ck bootabl e, enter the directory cal
bootinst.sh (in Linux). In Windows please use "safe hardware remove" function and sync in Linux befc
removing the US&H drive from the system.

Continue to boot your storage server with your media.

Preparinga CDas the boot media/instaligith the ISO File

The IS&File must be burned onto a CD with your favorite burning software. (For example: Nero Burni
ROMopton: #ABurn | mageodo, or | SORecorder, etc.)
Please set the BIOS to boot from your ¢GtdMiDive.

A USB CD/DVROM can be used as well if your system supports it for booting.

NOTE  When you run DSS V6 from a CD it is not able to save some configurasootdatathe
DSSV6 network settings and product key, so booting and running from writable media is
preferable.
The ISO image can be used with a CD creation utility to burn a bootable CD which can be loaded
into the storage server CD drive. Then you@ainftom this CD to run DSS V6 or select to use
the installer to install the DSS V6 software on a drive or Logical Unit in the system.
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3.3.

E

Booting DS¥6Installer

Plug your media into the destination environment.

The first boot menu will show ftvease version. You may press enter or it will skip automatically within
5 seconds.

The second menu allows you to select either 32 or 64 bit architecture to boot DSS V6. The default is €
architecture and will be chosen automatically after 5 sedaydsipressed. On a 32 bit system the

boot will fail unless 32 bit system is selected. The default boot architecture (32 or 64 bit) can be set
saved after the software is installed.

The third menu option is the interactive DSS V6 ingtaBeteatilthis to install DSS V6 on writable
media in your system.

32bit system (2.6.27)
64bit system (2.6.27)
Run software installer

When you run the installer, please follow the instructions. Finally, reboot your storage server from |
media (set y@IOS boot options back from CD/DVD/USB to the media where you installed the software

NOTE  The software defaults to the trial version. DSS V6 can be used for evaluation up to 60 days with
the default trial product key. When you decide to purchasél thergion or switch to the Lite
version, you can continue to use the software and all your data and settings will remain intact.

You wi ||l see an option to run the memory test
the first menu.

In order ® convert the trial version into Lite or the full version, please enter your DSS V6 product
key in the WEB GUI from menu: HElabout Data Storage Software-¥@&xtensions keys
loader.
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4. Configuratiorbata Storag8erver
4.1.Firsttime operation dper-E Data Storage Software V6

Now start your system.

Loading 99%

After booting is compl@perE Data Storage Softwarenmif6provide you with information on the
current software version and the network settings:

Welcome to Data Storage Software V6 (Press F1  for Help)

Data Storage Software V6
Version: 6.00 up85.8101. 5794 64 bhit
Release date: 2011-10-07
S/N: A00000 32
Licensed storage capacity: 4 TB

Network settings:
Interface 1: eth0 IP:192.168.0.2 20/255.255.255.0
Interface 2: ethl [IP:192.168.1.220/255.255.255.0

TTPS settings:

port:
allow from:

Self test O.K.

If your network has a DHCP serverE(pmtia Storage Software V6 should configure the IP settings
automatically. If tteatHe case, you can proceed to 4.2. If your network does not have a DHCP server,
OperE Data Storage Software V6 will start with the default settings: IP address 192.168.0.220 and suk
mask 255.255.255.0.
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You can change these values manually by tiredsitayving key combination: left CTRL, left ALT and
N. You can now select a different IP address. Other available console functions will appear after pres
the F1 key (see below).

You can use below key sequences (C -means OLeft

CA-N

CAP i

C A
CAT

CAR
CAF

Help - = - == = = = = = == = == - - - - -
-Gtefd, Al t O

to edit static IP addresses
to restore default factory administrator settings

| to restore default network settings (IP, BONDING)
| torun  Console Tools

CA-X 1
CAW I

to run Extended Tools

to run Hardware Configuration
to run RAID Tools

to run Fibre Channel Tools

| to display hardware and drivers info

to display all network interface

| to refresh console info
| to shutdown the system
| shutdown / restart menu

After a connection has been established, all settings can also be changed remotelyséa. ttie web br
your network requires it, the address of the standard gateway and the broadcast address can be chang

NOTE For

additional i nf or nCansolecdisplay forictm@ss e read t he ct
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4.2.Entering product key atwmhging into Opek Data Stage
Software V6

You can establish a connectiOpeeE Data Storage Softwardref@ every network computer. To
establish this connection, use a browser (e.g. Microsoft Internet Explorer) and enter the IP address o
name of the computer hostirngateeStorage Softwareinté the URL entry line:

=48 =

NOTE

https://192.168.0.220 (standard address) or
https://dss (this name can be changed in the insta@ifeindita Storage Softwareettngs

For security reason§penE Data Storage Sefire V@uses the encrypted SSL protocol (https).

You will now be asked to verify the encryption certification.-SibDegaCpienage Software V6 only
allows to create shares on the Intranet, there is no need for global certification bpdyn Xothnorized b
can accept the certificate for the session only, but also for all future sessions.

Next, the window for entering the product key will appear.

i Enter your product key

XXXX-XXXX-XKXXK-XXXK-XKXXK-XXXK-XXKX

EE ) Get a free product key for 2TB Lite version

Buy a product key for full version of product

If you have one already please entelickiaghplybutton Afterrestart, open tieeb GUI witour
browser again.

NOTE

NOTE

NOTE

| f you dondt have product key yet you can use
version, FREE 2TB Lite version or buy the full version of the product).

In order to convert the trial version into Lite oruthedrsion, please enter your DSS V6 product
key in the WEB GUI from menu: HElabout Data Storage Software-¥@&xtensions keys
loader.

After you first launch Opé&nhData Storage Software V6 you will see a page with the software
agreement and ailable language options. Later you can change the language used by
modi fying |l anguage settings, which ar.e | ocatec
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I_ open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

-

=
English X Open-E Software License agreement =

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE USING THE
SOFTWARE, OPEN-E GMBH AND/OR ITS SUBSIDIARIES ("OPEN-E") IS WILLING TO LICENSE THE SOFTWARE TO YOU AS THE
INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE SOFTWARE (REFERENCED BELOW AS "YOU OR.
YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT. THIS IS A LEGAL AND
ENFORCEABLE CONTRACT BETWEEN YOU AND Open-E, BY OPENING THIS PACKAGE, BREAKING THE SEAL, CLICKING ON THE
"AGREE" OR "YES" BUTTON OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR LOADING THE SOFTWARE, YOU AGREE
TO THE TERMS AND COMNDITIONS OF THIS AGREEMENT, IF ¥OU DO NOT AGREE TO THESE TERMS AND CONDITIONS, CLICK ON
THE "I DO NOT AGREE", "NO" BUTTON, OR OTHERWISE INDICATE REFUSAL, MAKE NO FURTHER USE OF THE SOFTWARE, AND
RETURN THE FULL PRODUCT WITH PROOF OF PURCHASE TO THE DEALER FROM WHOM IT WAS ACQUIRED WITHIN NINETY (90)
DAYS OF PURCHASE, AND YOUR MOMEY WILL BE REFUNDED.

THE TERMS OF THIS SOFTWARE LICENSE AGREEMENT, DO NOT APPLY TO THE FREE SOFTWARE PROGRAMS DISTRIBUTED WITH
Open-E SOFTWARE, INSTEAD, THOSE PROGRAMS ARE COVERED BY OTHER LICENSES, INCLUDING THE GNU GENERAL PUBLIC
LICENSE, A COPY OF THE GPL ALONG WITH THE OTHER APPLICABLE FREE SOFTWARE LICENSES, CAN BE FOUND HERE

Ownership and Copyright
The Open-E software is non-exclusive licensed and sold to you for use only as permitted by this License Agreement. Open-E

reserves any rights not expressly granted to you. Copying of the software is prohibited by law unless specifically authorized in

After accepting the license agreement you can log -bt@abpedtorage Software Mg ubie
standar dadpims ¢whbi @ @an be changed |l ater). | n o
necessary parameters.

open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Admin. Level

Full Access v

Data Storage Software W6 - All rights reserved

NOTE  The password is casensitive. If you cannot log into OfieData Storage Software V6, please
make sure the Shand Caps Lock keys are not pressed.

NOTE  If your web browser shows something different than expected, please delete the cache and
cookies in the settings menu of your web browser.

DATA STORAGE SOFTWARE V6
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4.3. Initial Setup Wizard

After acceptance of certificafipaared IaitiSetup Wizaithe six steps Wizard will allow for an initial
configuration of your DSS V6

Language settings
In first step, you can choose the language you want to use.

& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Initial Setup Wizard

Language settings

Please select the language you would like to use for www
administration.

— Choose language: [ English |

[T Don't show me the wizard at logon

Event Viewer:

Data Storage Software V6 - All rights reserved

Password
In these step you can set the passwords for the server adacicisindsion

L8 open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Initial Setup Wizard

Password

g Please set the passwords for the server administration accounts.

=

Enter pass:

Confirm pass:

e e

I Don't show me the wizard at logon

< previous next > cancel

Event Viewer:

Data Storage Software V6 - All rights reserved

DATA STORAGE SOFT\
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IP address

These are the settings of your network interface you are connected to at the moment. The gateway
DNS will be needed for NTP server which will be set (if you wish) in the next steps. If it's possible,
discovered values ekthparameters are proposed to you in this form.

open-e ENTERPRISE CLASS STORAGE 08 for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Initial Setup Wizard

IP address

%) These are the settings of your network interface you are connected

2 to at the moment. The gateway and DNS will be needed for NTP
server which will be set (if you wish) in the next steps. If it's
possible, the discovered values of these parameters are proposed
to you in this form

Interface etho
Intel Corporation 82571EB Gigabit Ethernet Controller (rev 08)

© DHCP

@ Static
IP Address:
Netmask:
Broadcast:
Gateway:
DNS

S

I Don't show me the wizard at logon

< previous next > cancel

Event Viewer:
Data Storage Software V6 - All rights reserved

Time zone settings
This function allows you to adjust time and date settings. Select time zone suitable for your location.

&» gpen-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Initial Setup Wizard

Time zone settings

This function allows you to adjust time and date settings. Select
time zone suitable for your location,

e Time zone: Europe/Berlin pd

" Don't show me the wizard at logon

< previous next > cancel

Event Viewer:
Data Storage Software V6 - All rights reserved
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Set time

This function allows you to adjust NTP server settingdefiioe: aamNTP server (host name or an IP
address). Select time zone suitable for your location. With the Continuous adjusting using NTP op
enabled your system time will be monitored and corrected if the difference between the local time anc
servetime changes. Enabling this option is especially recommended when using domains.

\ open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Initial Setup Wizard

Set time

sz This function allows you to adjust NTP server settings. You can
define an NTP server (host name or an IP address). Select time
zone suitable for your location. With the Continuous adjusting
using NTP option enabled your system time will be monitored and
corrected if the difference between the local time and the server
time changes. Enabling this option is especially recommended when
using domains.

S

Current server time:

€ Manual
New time: ) [23:33:30
New date: 2010-05-10
& Use NTP
NTP servers: 1.poal.ntp.org

€ Continuous adjusting using NTP
S © Adjust once (on apply)

" Don't show me the wizard at logon

Event Viewer:
Data Storage Software V6 - All rights reserved

Server name
Please provide a server name to clearly identify your server on the network. Comment is optional, bu
nice to have one.

\ open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

Initial Setup Wizard

Server name

)
sl Flease provide a server name to clearly identify your server on the
' network. Comment is optional, but it's nice to have one.

Comment: Data Storage Software

I Don't show me the wizard at logon

< previous next > cancel

Event Viewer:

Data Storage Software V6 - All rights reserved
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Summary
All steps requiredcomplete wizard are done. Now you can click exit to start using your software.

m open-e ENTERPRISE CLASS STORAGE 0 for EVERY BUSINESS DATA STORAGE SOFTWARE V6
Initial Setup Wizard

Summary
e All steps required to complete wizard are done. Now you can click
exit to start using your software.

New administration password for all access levels was set.,
The following network settings have been applied for the etho interface

IP: 192.168.0.220
Netmask: 255.255.255.0
Broadcast: 192,168.0.255
Gateway: 192.168.0.1

DNS: 194.204.152.34

Time zone: Europe/Berlin

Time settings mode: ntp

Server name: dss

Server comment: Data Storage Software

If you don't want to display quickstart wizard at logon please click the checkbox at the bottom of the page.
In case you would like to run quickstart wizard again in the future, you can do this by entering 'Help -> help
index' position in menu and click 'Run Initial Setup Wizard"

(- PN T T

[~ Don't show me the wizard at logon

Event Viewer:
Data Storage Software V& - All rights reserved

If you don't want to display quick start wizard at logon please click the checkbox at the bottom of the p
In case you would like to run quick start wizardtfeeydinuire, you can do this by enteringr'Help

help index' position in menu and click 'Run Initial Setupyaizdodhot want to Initial Setup Wizard

reload at login to the DSS V6, please check the box for "Do not show me the wizard at logon 's
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4.4.Create Disk Array

If your system has a hardware RAID, please create a RAID array in the RAID controller setup. Please
to the RAID controller manual. You do not have to install drivers or RAID array monitoring a
maintenance software. If yowamsysis motherboard RAID functionality, please do not use it as it is not
supported.

In case you want to use software RAID with single drives or even with installed hardware RAIDs, pleas
to the AS/ W RAI DO tr ee Ilishofavdilable ini&eA unitcan bereesimgle f i

hard disk or disk arrays if you have a hardware RAID in the system. Software RAID can be created f
single hard disk or hardware disk arrays. To create a software RAID, please select relevant units, chc

the RAID | evel and click on the Acreateo butt
l& oppﬁ-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS
SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » S{W RAID

S/WRAID Units q r? Create new S/W RAID unit
v Unit S001 232.89 SRY135BZ available
v Unit S000 232.89 9RY1GP7W available
Raid level: New RAIDD R i
Chunksize: 64 x| ke
T
Please apply changes gr:pfrg;;jjgh;gwjﬁ"ggg’q[\iqg\ggﬂq

Event Viewer;
Data Storage Software V6 - All rights reserved

After clicking the ficreateo button, the statu
kind of disk array (e.g. MDO is RAID 0) will be displayed.

l& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » 5{W/ RAID

1035 Sf—.
%57 "5 /W RAID Units [ [} ?

Create new S/W RAID unit

o MDo
] Unit S001 232.89 SRY13SBZ in use, Unit MDO
(-] Unit S000 232.89 SRY1GPTW in use, Unit MDO

4.5.Adding DislArray

T Inthemenu, pl ease s el eAodtv otl uemefi CraNFRalgEU A Taln@QINOA Un i t

1 You will find a list of available drives/arrays (units) that can be used.

1 When creating a new volume group, the system adds selected units only. You can use the default volt
group name or change it. After creation is co
drives/ arrays as "in usebo.
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I& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » volume manager » Yol. groups

-

&7 vol.groups (R][? Unit rescan 206
| ; 7

o vgoo

Unit manager

I a«'g " vol, replication /‘ /? B Unit MDO 465.77 N/& in use, vgoo

Action: new volume group M
Name:

Event Viewer:

Data Storage Software V6 - All rights reserved

1 Itis possible to combine two (or more) units into one volume group; by clickiagdsideeaiight
thetreeli agram on the volume group name, e.g. fAvg
can create a new NAS volume and/or a new iSCSI volume

9 If you want to use the snapshot feature you should create a snapshot volume.

l& open-e ENTERPRISE CLASS STORAGE 08 for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » volume manager » Yol. groups » vgO0

ZZ ol aronne R Y Volume manager
| 3/ Vol. groups 7?7 g
Ce vg00 ! os) (i
Ivo000 & wa  100.00 @
[ &)
1v0001 b wa 2000 @
snap00000 3 N/A 30.00 0
SWaAP 400 @
Reserved for snapshots 30.00
Reserved for system 1.00
Reserved for replication 0.00
Free 310.72
BN i e e
‘ 571 Vol. replication ,'( &
— Action: new NAS volume X

I use volume replication
™ worm

310.72

apply

o'ﬂl__
]
5
i

Event Viewer:

Data Storage Software W6 - All rights reserved

Next, using taefdiWotumep Wawmagaen add a di sk vo
existing LVs (you cannot decrease LV size). To set the needed LV size just use the scrollbar. On the
side of it you will find a counter of available space. This fuactism esedbto reserve disk space for

swap, snapshots, system and replication.
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4.6.CreatingOpenE Data Storage Software V6 shares

I n the upper menu, please select ACONFI GURATI
authentication type. nmaler networks, authentication should be done via the used workgroup name,
which has to correspond to the workgroup name of the client PC.

I'n the menu MRMAONNAS RERAOTUI rCNeos , 0 <$hand sde of théitBb ar e s ¢
diagram. Now ctedhe first share.

NOTE  The workgroup/domain name that was configu@genE Data Storage Softwarehds to
match the network settings. Otherwise, the configured shifirest bevisible in the network
environment.

NOTE If you made changes to therkgroup and server name in OpeData Storage Software V6
configuration, it can take some time until each workstation computer in the Windows network
recognizes the new name.

4.6.1.Access to WindowShares

Access to newly created shares is possibléNiradtves Explorer. After entering the IP address of
your Opek Data Storage Software V6 (in this eXa@2l68.0.240), all visible shares should be
available immediately. Please keep in mind that sometimes it takes a few minutes until new share:
changes to become accessible.

When accessing invisible shares, you need to know the corresponding share name beforehand :
attach it to the IP address with a backglash (

% Projects on Data Storage Server (192.168.0.240) ) o =] P}
File Edt View Favorites Tools Help ‘ e
@Back - @ - ‘? ‘ /T\’ Search |{ - Folders ] = 3 x n ‘ v

Address [ 11192.168.0.240\Projects Ra> K3

'/, Images // Source
1 |

[w2 ) Project_002
=I ft Office Word Document

UT 7 Project_003
=I—= | Microsoft Office Word Document
99 KB

OperE supports Windows ACL (Access Control List) for read, write gptibazebateed on the
POSIX standard written by SGI.
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Some examplemn how to use ACL (with ADS or PDC authentication):

1. Deny access taligectory for every user (group):

a. create a new folder or select one of your existing folders (you mustdie¢hbdaioene
superuser to set ACL permissions)*

b. go to t he A dclickehe tight myusephuitotipealirettaryeherochqose
"Properties")

c. select a the fisecurityo tab

d. choose the group "Everyone"

e. dick the "Remove" buttonly you angur group will have access to the selected directory **

f. dlick the "Apply" button

Now only you have permissions to access this directory.

2. Allow full accessthis directdigr a grougalledWORK":

make sure that the group WORK is created

in the secity window click the "Add" button

click the "Remove" button (point 1)

select the group "WORK" (Advapc&thd Now will show you all users and groups) and click

OK

enabl e Full Control in the AAll owd col umn,
click the "Apply" button.

aoop

0}

3. Set fAr e agions to thefite fopeseryone:
a. create a new file (you mudskige owner arsuperuser to set permissions)*
b. go to the permissions window
c. selectthgr oup fAEveryoneo,
d. leaveonlgr e ad o smtha"Alawscelunmn
e. click the "Apply" button
f. dothe same for your group and yourself
Now the group fiEveryoned has "read only" per:i

4. Changing the directory owner:

a. inthe Opel web interface go to Resoéycgisares

b. within the "Set Superuser" function select your user trelgestattion (Maintenafjce
ShutdowA, Function Connections reset) or wait about 15 minutes,

c. go to the file properties for the directory in question (right mouse click on the directory and click tl
"Security" tab), and click the "Security" tab),

d. clickthe "Advanced" button

e. select the Owner tab

f. click the "Other Users or Groups" button select the user that will be the new oyner (Advanced
Find Now will show all users and groups), click OK***

g. select the user from the list and click OK and the ttapply" bu

h. click OK and-open this window to refresh owner information

5. Allowfull access to this directory for the user "BIG BOSS":
a. make sure that the "BIG BOSS", exists
b. in the security window click the "Add" button
c. select the user "BIG BOSS" (AdvanEed Now will show you all users and groups) and click
OK
d. enable Full Control in the Allow column
e. click the "Apply" button

6. Al | ow i rtetlasdlidectdyc acgmupaledCOMPANY"
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a. make sure that the group "COMPANY" exists

b. inthesecurity windalick the "Add" button

c. select the group "COMPANY" (Advarfeied Now will show you all users and groups) and click
OK

d. enable "Read & Execute" in the Allow column

e. dlick the "Apply" button

7. Create a Aread onlyo ditéeéetgrypyuwi AALLOI ( uac aec
permissions):

cd i ck t heonceagdiahdaddAldgroup n
Thistimehangéi Apply ont oo t o A Suwillpwahydrherited and f i | e
permissioriato effeft
j. sel ect AFuclickckkControl 6 and
k. d i ck #f A hepermissionso s ave
With these settings users from the group #AAL
to its contents. All new fildeff®will beased on the access given by inherited permissions.
Example:
1 file /ROOT/some_file.txt can be changed but cannot he removed
9 directory /ROOT/directory cannot be removed but a users from the group ALersaandreate fold
files in this direcy,
9 file /ROOT/directory/my_file.tkecamovedr changelly the group Aldrdvided the inherited
permissions have not been changed

a. create afoldealledROOT"

b. go to the security window

c. emove both yauEgroep yoneodo and

d dick the AAdvancedo, button and then the A

e. selectthgroudm ALLO and cl i ck OK

f.f.change fiapptyg BmMhis folder onlybo

g. withhper mi ssions | eave only ATraverse Folder /
OK

h.

i.

8. Inherited permissions
If the file or directory has inherited permissions, all newly created subfadeesmaliniribieter
permissions. All permissions can be changed. Please keep in mind that changing permissions in
main folder will trigger the same changes to the inherited permissions of any subfolder within.

9. UNIX Rights in Windows:
Folder permissions

Permissions -
Traverse Folder / Execute File
List Folder / Read Data

Read Attributes @)
Read Extended Attributes
Create Files / Write Data
Create Foldefé\ppend Data
Write Attributes

Write Extended Attributes
Delete Subfolders and Files
Delete

Read Permissions @)
Change Permissions
Take Ownership

—_
1
1
1
=
1
—_
1
X

r

3

O,
o=

(@}

Oy OO
O O Oy Or

Oy O O Oy O O O

O O Oy O
O O Oy O

O
@]
O
@]
@]

O O Oy O O O O O Oy O Oy Oy O =
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Example application df A€rmission in a small company.

The company has 10 users

Name Group Position Rights
Chris Company Director All rightto everything
Robert Company Manager All rights to everything
besides the Directof
Jennifer | Company Secretary | Real access to the "DOCUMENTS" director
Clint Company Main Read and write to tf}
Developers Developer |[r ead and write to tH
Brad Company Developer [Read t o ADEVELOPERSH
Developers Read and write to Af(
Johnny Company Developer [Read t o ADEVELOPERSH
Developers Read and write to A(
Tom Company Developer [Read t o ADEVELOPERSH
Developers Read and write to A(
John Company Graphic Read to AGRAPHI CShH
Graphics Designer Read and write to Af(
Ben Company Graphic Read to AGRAPHI CSh
Graphics Designer Read and write to Af(
Bill Company Cleaner Only access to his home directory

First create users and groupyaurdomain:

@ oooow

runStart meng Programg Administrative ToglsActive Dirgary Users and Computers

click theght mouseuttoron your domain name and select Néser

fill outll necessary fields to create user Chris

create allemainingsers (back to point 2).

dicktheright moudeuttoron your domain name and sed@ot NGroup

create the following groups: Developers, Graphics, and Company,

add users to groupiht mouse click on the Developers group. On the Members tab click Add.
Add users to groups (groups Company, Developers, Graphics).

Connection ta Wndowsdomain:

a.
b.

c.
d.

e.
f.

go totheOpeAE DSS V&Veb interfa@nd seledConfiguration MNAS settings

select ADS or PDC (depends on your systeumnhavanNT4 Domain or Windows 2003 (with
no Kerberos**** fix) then select PDC, else select ADS)

enter your domaiame-in PDC this will be thadBressind administrator password in ADS
enter the full domain ndoreXample COMPANY.COM.DE)

enteryourdomain/Kerberos serverddtess,

enter the name and password of an Administrator user accamyeudimain,

cd i c kp ptlhyed @bnoettiteaomain. o

Creation of shares and set permissions:

a.

~ooo00o

Create a Company shgeoet¢ th©perEDSS Véveb interfage Configuration NAS
resources, Shares)

set permissions forugkror select ontpmpangroups

go totheshardlYOUR_NAS_SERVER_NWM&pany

create folders "WORK", "HOME" and "FORALL"

set permissions for the folder WE4gK mouse cliskproperties security.

deny access for everyone (point 1), change thetbemnese®hrisgoint 4) with full access
and add Robert with access,
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g. create folders DEVELOPER, GRAPHIC, DOCUMENTS andiGHANGESWORK

h. change the owner of the DEVELOPER diferectory
thegroup Developers

i. add full access to the directory GRAPHIC for the group Graphics,

j. change the owner of the CHANGES directory to Clint (with fulfulhtd)tsAaidtiheoups
Graphics and Developers

k. give Jeonifyeanciieead to the DOCUMENTS direct

[. in the HOME directory create a separate private directory for each user, change user ( the owner
and the directory hames should be the same). Remove access for the Company group (point 1)

m. add full access to the directory "FOR ALL" for the group Company

* If you are a superuser all files and directories will be created as a local ROOT user

*x New directories with no inherited permissions do not have ACL permissions at the beginning
they have only standard UNIX permissions 0777 (Windows 2008vengssecial
permission in the normal view in the security window. Windows 2000 does not show any
permissions in the normal vieanly in the advanced view). To enable ACL for this directory,

first select OFull Acc e shutton Subsequentyedotheo ne and
same for your group and your user. Subdirectories created in this directory should have ACL

permi ssions inherited from their parent. I f
column is grey. To disable permission justiset 0 Deny é col umn. | f you ¢

permissions always check that a new set of permissions for one group does not interfere with
permissions for other user/groups or any connections between these accounts. Windows
2003 handles such changes much betterWiadows 2000.

ok This function is available in Windows 200®ther Windows versions only your user can be
selected.
okk Kerberos is a server for distributing security keys. Normally it resides only on the domain but

it can also be located on external server. In Windows 2003 this server ignores specified key
types, and authorization works only when entering the IP address, not the DSS V6 name

4.6.2 AccessingOpenE Data Storage Softwarestié@res under Linux

Please use the following commaralita an NFS share:

I mountt nfs 192.168.0.2%hare_name /local_mount_point
where:
192.168.0.220 is the Gpddata Storage Software V6 IP address

IMPORTANYOTE
On some versions of DSS V5 and older the path must be: /share/share_name

Pleaseaise the following command to mount an SMB share:

In a shell:

I mountt smbfso username=root,password=12345 //192.1&&0@28Mb
where O60testd is the share name
In XWindows:

1 Smb://root@192.168.0.220/
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4.7.CreatingOpenE Data Storage Softwa®i8CSI targets volume

After creating an i SCSI vol umegd (SCeSd 4 .aF)ge,t pra
oAo0Targwt shin the ACreate new targeto functior

g

open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » iSCSI target manager » Targets

O
Coe® Create new target e

| Targets f’( ?

M Target Default Name

Name: ign.2010-09:dss targetd
Alias: target0
pr————
&‘f CHAP users R(? = i
| — Discovery CHAP user access ) 4

™ Enable CHAP user access authentication

Event Viewer:

Data Storage Software V6 - All rights reserved

Next inothe aTamgetl $s ck on the name of

a targe
ATarget vol ume @matondogagmder A€tiannct i on c¢cl i ck

& OpeN-@ | ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: CONFIGURATION » iSCSI target manager » Targets » ign.2010-09:dss.target0 (target0)

P
| “/.‘«9 " Targets 7 Target volume manager wl?
Lo target0 :
O oo B r r @@
Discovery CHAP user access Ea) [s 2]
- - 7 Enable CHAP user access authentication
I ﬁf ” CHAP users R?

Target IP access e l?

Event Viewer:

Data Storage Software V6 - All rights reserved

Using the ATarget volume manager o fuofortei on

y o
volume group.

NOTE You can create as many logical volumes and as many separate iISCSI volumes (LUNSs) are
required (see 4.5).

If you create 5 logical volumes, you may create one target with 5 LUNs or 5 targets with 1 LUN each,
targets wherege 3 LUNSs belong to the first target and the remaining 2 LUNs belong to the second one.

By clicking on ACHAP userso in the |l eft hand
inputting a CHAP user name and password (password mushchihsstlB characters if you use

A STORAGE SOFTWARE V6
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Microsoft iISCSI Initiaté x Discovery @GHAP useragtess you can access to t
CHAP users.

NOTE You If you enable CHAP user access authentication but do not select any users, nobady will hav
access to the target.

4.7.1.Configuring end user workstation

For iSCSI technology to work correctly-aseerdmputers, you need to install the iSCSI Initiator
software (if it is not provided with the operating system). For Microsoft Windowsy20895(P/2003
the Microsoft iISCSI Initiator is available for download from the web

Correct software configuration consists of installing individual target volumes by adding new disk lette
the system (in Windows XP and 2003) or subfolders asswithtHfeld#XIX system. All these
functions are avaiAldsksimanagemeat. iadmi ni strative 1t

How to connect iISCSI in Windows 2000/XP/2003:

a. first, you have to install the iISCSI Initiator package. You must be logged in as an atitithistrator to ins
Microsoft iISCSI Software Initiator package,

b. next, launch the iSCSI Initiator software,

c. ifyouhav€hap Usersforar get s, <c¢l i ck on ADiscoveryeée tab,
E Data Storage Software V6 IP address,

d. nextclicktteAdvancedéodo button and check ACHAP |1 ogon

the Targetsecreh i ch was given earlier in AbBridthenovery C
two times click the AOKO button,
e. on the ATar getes oo ft aabv ayioua bwiel i SsCeSel ntaamm get s, e.
f.click ALog Ono button, and if you have entere

ffe, 0 then press the AOKO button.nnlTehcet esdt,adt us f
g. next choosBettingsy control pangl administrative toglscomputer managemerdisk
management,
h. now all available iISCSI target drives will be displayed. In order to use them you have to format them ar
mount them in the system under askdettei

NOTE Microsoft iISCSI Initiator ver. 2.08 does not support dynamic disks. Target password must consist
of minimum 12 and maximum 16 alphanumeric characters. Please read the manual and release
notes for the Microsoft iISCSI Initiator for morelsietanich you can also find on the Microsoft
website

NOTE Please do not ignore the time settings on the-B@8S V6 iSCSI target and the client stations.
Those settings must be identical. Time can be
Web interface menu Setup.
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5. Functions

5.1.

E R

Console displayunctions

While OpeB Data Storage Software V6 can be fully administered remotely through a secure Wel
interface, some of its functions can be accessed via the cofsdat®Dféorage Software V6
constantly displays the following basic parameters:

IP address
Https settings

CTRL+ALT+n

If you press the left CTRL key + the left ALT key + n, you will be asked for a new IP address and a su
mask. The DHCP server will be shut down.

CTRL+ALT+p

Ifyou press the left CTRL key + the left ALT key + p, all access restrictions will be lifted after entering
administrator password (in addition, there is a reset to the standard https port 443).

CTRL+ALTHi
By pressing a combination of left CTRLt kT Ikéy and i, you can reset the original IP address
(192.168.0.220) and bonding. During this process, the DHCP server support is turned off

CTRL+ALT+t

By pressing a combination of left CTRL key, left ALT key and t, you can run the Console Tools. A ir
with the following functions will appear: Ping, DHCP Ping, Hardware info, Memory info, Tin
configuration, Language settings, Modify driver options, Console lock/unlock and Boot options.

CTRL+ALT+x
After pressing the left CTRL key, left ALT kélyeaoainsole will display the Extended Tools.

CTRL+ALT+w
After pressing the left CTRL key, left ALT key and w, the console will display the hardware configuratio

CTRL+ALTHr
After pressing the left CTRL key, left ALT key and r, the consolbeviRAlBplapls

CTRL+ALT+f
After pressing the left CTRL key, left ALT key and f, the console will display the Fibre Channel Tools.

CTRL+ALT+h

After pressing the left CTRL key, left ALT key and h, the console will display hardware and dri
information.

F1, F2 and F5
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The function key F1 displays help information while F5 resets the console display to default. If you p
the F2 key all network interface will be displayed. Shutting down and restarting

Shutting down and restarting
With Ctrl + ALT + K @pefE Data Storage Software V6 host computer will be restarted, while CTRL +
ALT + S will shut it down. Please be careful with this option if any users are connected.
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5.2.Functions oDpenE Data Storage Softwarewé&browser access

The following pagesl thoroughly describe every function & Open Storage Software V6. The
functions are divided according to menu options, which are located at the top of the screen

5.2.1.SETUP

Within this tab you can manage network interfaces, administraamdsetimd®AD controllers,
create disk arrays using software RAID, as well as find Fibre Channel, iSCSI initiator, hardware and
settings.

5.2.1.1 Network
5.2.1.1.1 Interfaces

Here yowanfind the tree containing network interfaces. Click on the interface name to see
mae information about the selected interface.

Function: Serveme

Server Name
Please enter a server name to clearly identify your server. This name is used primarily f
NAS protocolswhich makes it different fronhdkame which is primarily used
internally (fémiloverandvolume replicatiofunctions).

Comment
Here you can enter a short description of your server.

Server name and comment rules:

9 please make sure the server name is unique in your network,
1 select a server name that clearlyiedgraiir new server,
1 please do not use spaces and special characters such as ~!@#$"&()AH{}:;:".,%]|<>?/
i server name cannot consist of digits only,
1 comment is not displayed on some systems.
\& open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS
SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Interfaces
: ﬂ Interfaces Rr? Server name i Y ? B
etho
g Z::; Server name: dss
etha Comment:
T
Hostname el
Info
o Please do not change the hostname unless it is absolutely necessary, as
changing the hostname can cause serious issues with several advanced
‘ ﬁ Failover f‘ /? fum:tgiungs t(such ats Failover). This function reqjires ;ervar reastaart‘a
gsz:‘: Hostaie: o
otha I
DNS settings
DS L 1
KT

Event Viewer:
Data Storage Software V6 - All rights reserved
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FunctiortHioshame

Hostname is one of the names useentdy this machine. It is primarily used for internal
processes (most importaryoverandvolume replicatign It is different from Hesgver

namein that server name is primarily uséiSqsrotocols

Hostname needs to start with a lowlstbaisehe other characters may consist of lowercase
letters, digits, minus signs and dots.

NOTE Itis not possible to change the hostname while the failover service is running.

NOTE Changing hostname requires a reboot.

Function: DNS settings

This faction enables you to enter DNS addresses. Please use semicolons to separate
addresses.

l& open-e ENTERPRISE CLASS STORAGE 08 for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Interfaces

e V-
—— Default Gateway Y
I g Interfaces ('( ?
etho
ethl o (o ethd Undefined Active
eth2
eth3 0 L& ethl Undefined Active
° (o] eth2 Undefined Active
o (@ eth3 Undefined Active
P ———
; a‘ﬁ Failover K7 |
etho = Static routing manager
ethl
eth2
Siha o Info

Your changes will be saved when you press the apply button,

I Il J[eth3 2 | T

Event Viewer:
Data Storage Software V6 - All rights reserved

Function: Default gateway
This function allows you to set a default gateway for the storage systatafaOinly
gateway can be set up at any given time

NOTE  The default gateway will become inactive if any of the following conditions are met:
1 the interface with the default gateway has become part of a bonding interface,
1 the interface with the default gateway has been removed or deactivated (concerns
both physial and bonding interfaces).

NOTE Itis possible to set the default gateway on an inactive interface. In such a case, the
gateway will remain inactive until that interface is activated.

NOTE  If the interface you are setting the default gateway on ddes/eatny gateway
defined (i.e. th&atewayield saydJndefinel] you will need to define a gateway
first (under the text console, please press CTRL+ALT+N and select the interface
followed byGateway
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Function: Static routing
This function allows yaetaip routes to subnetworks or hosts.

NOTE  You can change the order in which the routing rules are applied by changing their
positions on the list.

NOTE  Setting up static routing may be necessary if you have several network interfaces in

the same sutetwork. Please see the following document for more information:
CONFIGURATION SEVERAL NETWORK ADAPTERS IN THE SAME SUBNETWORK

l& open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Interfaces
| @ Interfaces 0> Create new bond interface e
etho
ethl
eth2 0 (| E etho yes cable Single
eth3
o O - ethi yes cable Single
o O B eth2 yes cable Single
o O - eth3 yes cable Single
Create:
LA e o oI MAC: 02:08:0C:AD:30:C2
I _ﬁ Failover K7
— € DHCP
el @ 5
othl Static
ethz Address IP: L ]
oths Netmask: L 1
Brosdoast | B

Event Viewer:  BRA
Data Storage Software V6 - All rights reserved

FunctiorCreate newohdinterface
Bonding allewior loattalancing or faiter for incoming and outgoing connections. Here you
can create or edit bonding network interfaces.

In order to creat@bonding interface:

select the network interfaces you want to create a new bonding interface for,

selecthe preferred bonding mode from the Credtenropenu,

select dynamic (DHCP) or static configuration for the network interface,

if you want to get a DNS address dynamically, select get DNS,

when using static configuration for a network interféice |Braddress, netmask, broadcast

and gateway. Afterwards, click the Create button and a new bonding interface will be created

NOTE In order to take advantage of bonding more than one ethernet NIC needs to be plugged
into the box.

Please note th&tAC addresses need to have a 02 prefix, for example:
02:xx:yy:zz:vv:nn

Each network interface is characterized by the following fields:

Primary
A string (ethO, eth2, etc) specifying which slave is the primary device. The specified devic
will always e active slave while it is available. Only when the priireywidl off
alternate devices be used. This is useful when one slave is preferred over another, e.g
when one slave has higher throughput than another. The primary option ihi@enly valid for
activebackup mode.


https://83.238.22.4/multimedia/multiple_IP.pdf
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Interface
Network interface name.
Cable
Shows if a cable is connected to the NIC.
State
Characterizes the state of the network interface. NIC can be in a bonding or single state.

Bonding modes:

balancer
Transmissions are reed and sent out sequentially on each bonded slave interface. This
mode provides fault tolerance and load balancing.

activebackup
Only one slave in the bond is active. Another bonded slave interface is only used if the acti
bonded slave interfads.f@his mode provides fault tolerance.

balancexor
Transmission is based on the following equation: [(the source MAC address XOR'd with t
destination MAC address) modulo (slave count)]. This selects the same slave for eacl
destination MAC address.mbde provides fault tolerance and load balancing.

broadcast
Transmits everything on all slave interfaces. This mode provides fault tolerance.

802.3ad
IEEE 802.3ad Dynamic link aggregation. Creates aggregation groups that share the san
speed and duplesettings. Utilizes all slaves in the active aggregator according to the
802.3ad specification. Requires a switch that supports IEEE 802.3ad Dynamic link
aggregation.

balancetlb
Channel bonding that does not require any special switch suppadrtg Tredfioutgo
distributed according to the current load (computed relative to speed) on each slave
Incoming traffic is received by the current slave. If the receiving slave fails, another slav
takes over the MAC address of the failed receiviftisstawde provides fault tolerance
and load balancing.

WARNING  Using cards from different manufacturers or cards based on different chipsets in
one bond team may cause low performance or unstable behavior.

l& open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Interfaces

¥ Tnterfaces @KRI?
| ﬂ Interfaces R7 HTTP proxy S ?
etho
ethl
eth2 ' Use HTTP proxy
etha Server: L ]
Port: :‘
User: L ]
Password: ]
Please apply changes or press "reload" button to discard
P railover  @RY:
I $ Failover R(?
otho IPSEC 20 @
eth1
eth2
eth3
M Use IPSEC
i L ]
Password: ]

Please apply changes or press "reload" button to discard

<|

Event Viewer: Sl
Data Storage Software V6 - All rights reserved
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Function: HTTP proxy

With this function yon enable or disableHTTP proxy.
To enablanHTTP proxy:

select "Use HTTP proxy"

enter server name, port, username and password
click "apply" button

= = =9

NOTE  Proxy server name should not contain the http:// prefix, port and the password. An
example ba correct proxy server namevw.server.com.

Function: IPSEC

IPSEC provides strong authentication and encryption for the connections. It makes near
impossible to eavesdrop or forge the transmitted data.
P
IP address (optionally with a mask)chémie that will be allowed to connect to the iISCSI
target.
Password
The Password cannot contain spaces, special characters like ' "~ or be empty.

NOTE  Encrypted data transmission imposes considerable overhead and depending on the
amount data transnmatl can impact the performance significantly.

& Dpfﬂ-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Interfaces » eth0
— " e V-
:ﬂ B Tntertaces 7 Interface info 29 @
| L.
9::2 Intel Corporation 82571EB Gigabit Ethernet Controller (rev 06)
e
eth2
eth3
IP address sl ?
/l\ Warning
= Warning! You are currently connected through this interface.
= — e M Aactive
| Failover R? MAC: 00:15:17:18:E7:F4
etho C DHCP
ethl @ Static
Sia IP address: 192.168.0.220
Netmask: 255.255.255.0
Broadcast:
Gateway: I

Event Viewer:
Data Storage Software Y6 - All rights reserved

Functiorinterfacénfo
Here you can view network interface info.

Function: IP address
Here you can set TCP/IP parameters for the selected NIC.
Activate
You can activate or deactivate a netwoxeihiedatting this checkbox.
DHCP / Static

You can use static or dynamic (DHCP) network interface configuration.
Get DNS
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If you want to dynamically get a DNS addresseselB&.
When using static configuration of network interface, enter:
IP addres
netmask,
broadcast,
gateway.
If you set a new IP address, you will lose your connection with the server during activation a

you will have to log in again. In the URL entry line of your browser, please enter the new |
address.

If you do not get asgslease use the console to set a new IP address. In order to access
servers in another subnet, you need to enter the address of the router as the gateway.

NOTE If you use an NTP server to maintain proper time and date, please make sure you have
appropiate gateway and DNS settings.

When creating a bonding interface, a new «L
of the screen. By clicking on it you can modify bonding settings (see below).

l& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Interfaces » bondo
-
2 ;

| @ P Thitertacas | ‘{ ? Bond interface settings
etho
ethi eth2 ] |} es cable
eth2 (bond0) | o Y
eth3 (bond0)

P ‘ o eth3 0] i} yes cable
Bonding mode: balance-rr
¥ Active

MAC 02:05:F1:19:CE:C4
€ DHcP
@ Static
Address IP
Netmask
Pr A mmm—nr s —

& ralover _(R]? Broadeast
s Gateway 1
eth1
bondo [ oo |

Remove bonding

EventViewer: BB
Data Storage Software V6 - All rights reserved

Function: Bomderfacesettings
Here yoaan configure bond interface settings.

To remove a network interface from bondingReckatheld next to it followed\pply
By unchecking thetivecheckbox you can deactivate the bonding. Below, you can change the
network configurationigstatdynamic [DHCP]) for the bonding interface.

Each network interface which belongs to a bonding interface is characterized by the
following fields

Primary
A string (ethO, eth2, etc) specifying which slave is the primary device. The specified devic
will always be the active slave while it is available. Only when the prienaml is off
alternate devices be used. This is useful when one slave is preferred over another, e.g
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when one slave has higher throughput than another. The prirmasylypptadiad for
activebackup mode

Interface
Network interface name.

State
Shows if NIC is connected.
NOTE Interfaces which have Virtual IP configured are disabled.

WARNING  Using cards from different manufacturers or cards based on diffepset<hni
one bond team may cause low performance or unstable behavior.

FunctiorRemovednding
Here you can remove a bonding interface.

5.2.1.1.2 Failover

Here you can view a list of active interfaces (including bonding) for which you can configu
virtual IP.
This section will not display interfaces which are inactive or already part of a bond.

l& open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6
SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Failover
i
| g Interfaces Rr? Failover status 22 N
etho \
ethi
eth2 (bondo) Global status
eth3 (bond0) F v |
bond0 Service running ok
|
Node status primary/active
{
Ping node group status ok
Individual ping node status:
IP: 192.168.2.107 ok
IP: 192.168.2.106 ok
|
Failover services:
iSCS1 off
EWWFT R ass |
I ﬂ Failover R
— NFS on
etho 1
eth1 Communication via: |
bondo |
bond0 ok
ethl ok
Task status |
|
0 [NAS] MirrorTask running
|
0 [COMMON] failover_data running |
Failover configuration

Event Viewer:
Data Storage Software V6 - All rights reserved

Function: Failover Status
This function displays failover statistics. These include:

9 failover initialization stagesv{ce running

1 node statuprimary/secongandactive/passiye

1 ping node accessibility staing 6ode

9 connection status for the network interfaces configured to communicate within the failover,
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Additionally, the function displays the statistics for the tasks taking part in the failover.
The tasks are run exclusively on active nodes

NOTE  Switching a node into active state causes the tasks to be executed and the virtual IP

addresses to become operational.

NOTE Ping node configuration on the secondary node is only synchronized withahg prim
node when the failover service is active. This means that this configuration on the
secondary node may become obsolptease make sure the failover service is
completely initialized before checking ping node status on the secondary node
NOTE  Each mde checks its connections with the ping nodes individually. If, for instance, a
ping node is reachable from the primary node, but has the status "failed" on the
secondary node, please make sure the secondary node has a clear path to the ping

node.
t& open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6
SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Failover
-
¥V Thterfacac @R T% X 5 E
| Eﬂ Interfaces Y ? Failover configuration
etho
ethl W Enable Failover functionality
eth2 (bond0) Network connection mode:
eth3 (bond0) N
bond0 Network interface for unicast:
@ Primary node on localhost
Secondary node IP: 192.168.0.221
Ping node IP(s): 192.16.8.1.106;192.168.2.11
show advanced » =
WP i QY
| #j Failover U7 € secondary node on localhost
Primary node P E—
ethi Show advanced »
bondo
Please apply changes or press "reload" button to discard

Event Viewer:
Data Storage Software V6 - All rights reserved

Furction: Failover Configuration
In this section you can configure your system as either the Primary or the Secondary node.

Network connection mode:

1. Broadcastwith this mode, management packets will be broadcasted,

2. Unicastwith this mode, managemenéetsaeil be unicasted between specified IP
addresses; please indicate the network interface via which these packets should be ser
under Network interface for unicast. Please also make sure that this address is entered
under the appropriate field (PnmodeylP or Secondary node IP) on the other node.

Primary node on localhost:

1. Secondary node-liesignates the IP of the system which has already been configured
as the Secondary node.

2. Warn timespecifies how much time (in seconds) should eldestailowiét
functionality issues a warning.

3. Dead timesets the failure (death) detection time. The dead time directive is used to
specify how quickly the system should decide if a node in a failover is dead.

Dead time must be smaller or equal tairimet

4. Init timesets the initial dead time detection interval. The init time parameter is used to

set the time which elapses until a failover node is declared dead and the Secondary
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5.

node becomes the Primary. If the Primary node becomes avatiteieittafoee

runs out, the state of the failover nodes will not change.

Keep alive timsets the failover kedpe interval, i.e. the frequency at which failover
state packets are sent between nodes.

Secondary node on localhost:
Primary node {Rlesgnates the IP of the system which will be configured as the Primary

node

Ping node IP:
A ping node is a pseatember of a failover. It is located outside of the failover and serves
to answer ICMP requests from failover members. (this means theapmujbede
either the primary or the secondary node). It is there to make sure the outside connection f
the failover members remains online. For instance, if the ICMP request from the active noc
to the ping node fails, a similar request is perfotimeegalsgive node. If this one
succeeds, the nodes perform the failover. The ping node needs only to be able to receiv
and reply to ICMP echo requests.

NOTE  You can indicate up to 10 ping nodes. Please use comma as the delimiter (e.qg.
192.168.0.1;192.XB3etc.). Automatic failover will only take place if all ping nodes
become unavailable to the primary node (e.g. the server does not take action when at
least one ping node is reachable).

Serial port:

This options allows you to connect the nodeiaiacabéer Select the port to which the
given cable has been connected.

Keep failover functionality after volume replication failure:
When activated, this option will allow automatic failover to be carried out after the volum
replication between theeadths been broken. Please note that in certain circumstances
this may lead to data loss. Details can be found {opgheinbgpy which appears after
ticking the checkbox for this option.

NOTE

NOTE

NOTE

NOTE

Warn, dead and init timers are started simultaneously.
Defalt values for timers:

T Warn time 5000ms

9 Dead time10000ms

T Init time- 15000ms

1 Keep alive timel000ms

Configuring the cluster with low warn, dead and init timers may result in unstable
behavior. Optimal timer settings are dependent on servesahamhd network
topology. It is recommended to test different timer settings for optimum performance.

Before starting failover please make sure the LUN configuration is the same on both
nodes, i.e. that the LUNs are of the same size and typd/(®lockle 1/0) and that
the LUN order is preserved.

WARNINGnconsistencies in this area may lead to data loss!

If you see the following error message: Service is under heavy load or the time values
you have set are too low, you need to reatfijastme values (they are dependent on

your network connectivity and system load). When using lown#eealtie, one of

your nodes may wrongly assume the other one is dead, which will lead to a situation
where both nodes are active (thealted "splitorain").Please observe the following
guidelines for deadtime value tuning:

1 set the keepalive time to 1000 ms, it should be lower than warntime,

1 set deadtime to 60 s,

9 set warntime to half the deadtime value you wish to use,




gpen-e

ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

9 observe the messages in the ebox (lower leftand corner of the Web GUI) or
your email, if you have set up email notification for failover. If there are no relevant
warnings, your proposed deadtime is fine and you can skip to the next step.
Otherwise, set warntime to the longest iimerval between the hearbeat packets
as indicated in the error box. If the errors persist, increase warntime further. Please
note deadtime always needs to be greater than warntime,

1 set deadtime to double the current warntime value,

1 set warntime to sligly less than deadtime.

Function: Virtual IP Settings

With this function you can view the MAC address and assign virtual IP settings for your chos
interface. The virtual IP is shared between the failover nodes. Fomexgymudeas

the IP addss 192.168.1,whilesecondary nddeaddress i$92.168.1.2The virtual IP

address i1492.168.1.3n this situation, {hemary nodghe active node) will be available
under192.168.1.3n case gbrimary nodfilure, theecondary nodeill take \er the
192.168.1&ddress to ensure all connections can continue to the same address.

NOTE  Virtual IP needs to be unique within its network environment and the same on both
nodes (Primary and Secondary).
Changes to virtual IP settings can be donevadméy failover configuration is not
active.

NOTE  Virtual IP can be in a different subnet work than the node IP82€L§8.24s

opposed td92.168.14nd192.168.1.2

\& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6
SETUP CONFIGURATION MAINTENANCE STATUS HELP
You are here: SETUP » network » Failover

| ﬁ Interfaces Rr? virtual IP Settings i VP
etho
ethi o Info
eth2 (bond0) virtual IP must be set in different subnetwork than physical IP on this
eth3 (bond0) machine and must be in different subnetwork than Virtual IP sets on
bondo other machines in the same network area configured also as failover.

MAC: 02:7e:42:66:98:cd

W Enable virtual IP
IP address

Netmask

192.168.10.230
255.255.255.0

Broadcast 192.168.10.255

| S7”  Failover  (R?

etho
eth1
bondo

Please apply changes or press "reload" button to discard

Auxiliary connection

¥ Use this network interface to communicate between the nodes.

192.168.2.221

apply

Unicast remote IP:

Please apply changes or press "reload" button to discard

Event Viewer:

Data Storage Software V6 - All rights reserved

Function: Auxiliary connection

This option is used to configuréntdéhtaceson which the Failover sends UDP
broadcast/unicast trafficleast two interfaces needs to be specified. If you have chosen to use
unicast when configuring failover, you need to inidicate the IP address for the network card |

the other node which shoespond to the packets sent from the interface you are currently
configuring.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Failover

e
i @ Interfaces q r?

Failover services

etho

eth1 Please select services used in Failover:

eth2 (bond0) M NFS

ethd (hondg) Show advanced »

bondo

Ciscst

g P .

| ﬂ Failover ”1 (?

FPlease apply changes or press "reload" button to discard

etho )
ethl b
bondo B

]

Failover Tasks

|

Event Viewer: <]

Data Storage Software V6 - All rights reserved

Function: Failover services

In Failover Services it is possible to choose which services will be used in Failover. You c:
choose one or both of the following options:

NFS-for NFS service,

iISCSI for iSCSI service.

After choosing NFS service it is possible to use NAS tasks in Failover Tasks module. Shar
located on these logical volumes have to have enabled only NFS service. All other services
theses shares willdemactivated.

For NFS failover service system need tofaileate datavolume, that will be used for

storing internal NFS daemon settings. After failover_data volume is created, systen
automatically creates new replication taskiadaled data This task is automatically
associated to Failover Tasks. As long as NFS service is enabled it is not possible to remove t
task from Failover Tasks.

System automatically chooses the volume grouipiloderedatavolume will be created.

That volume ré®to contain local hard drives only and have at least 2GB of free space.

The volume group can be also set manually through advanced settings. Only Volume grou
with at least 2GB of free space and containing local hard drives will be shown on the list.

In case there is no space left on volume groups, there are two solutions:

add new hard drive and create new volume group,

delete reserved pool on one of existing volume groups and create a new reserve pool with a
smaller size

A few words abdailover_dtareplication task:

It's not possible to manually create failover_data task from failover_data volume.
Failover_data volume and failover_data task can be created only through Failover services.
If a task already exists, it will be replaced by tlee new on

Forfailover_dat@olume it's possible to:

switch between primary and secondary mode,
manage (start/stop) associated with it replication task,
clear meta data,

remove volume.
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SETUP

CONFIGURATION

MAINTENANCE

STATUS

HELP

You are here: SETUP » network » Failover

a Z Q-
| ﬁ Interfaces R(? Failover Tasks
etho
ethl
eth (bond0) seachi [ search [ ]
eth3 (bond0)
bondo = [COMMON] failover_data =
[NAS] MirrorTask
| a"? Failover R
etho
ethl
bondo

apply

Please apply changes or press "reload" button to discard

Event Viewer:

Data Storage Software V6 - All rights reserved

Function: Failover Tasks

This function displays all available taskE€$brvblumes. In order to select a task for a
failover, move the selected task Eaitbger Tasksolumn. Please note any changes can
only be made before the failover is initializeeailotiee managdunction. To remove a

task during failover agien, go t€ONFIGURATIGNVolume managey Replication
tasks

NOTE  The function is available only on the primary node.

NOTE  You can only move a task to Falover tasksolumn when the secondary node has

an appropriate reverse task set up.

B

SETUP

ﬂpL’ﬂ-E ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS

DATA STORAGE SOFTWARE V6

CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » network » Failover

| ﬂ ” Interfaces R7? Failover manager P
etho o
eth1 Info
eth2 (bond0) Your node is now active 0
eth3 (bond0)
bondo
o Info
¥hen in secondary mode, the start and stop buttons control this node
only. Please use the relevant buttons on the primary node to control both
nodes.
-
7474 o T Qr
| Qé Failover W?

§

etho
eth1
bondo

Event Viewer:

In order to synchronize data from the secondary/active server to the primary
server, click the Sync volumes button.

Sync volumes

Clicking the Failback button will return the active server state to the primary

server, while the secondary server will return to passive mode. Please note

this is only possible when the participating volumes are in sync. After the

failback has been completed, the primary server is ready for another failover.
Failback

-

Data Storage Software V6 - All rights reserved

Funaon: Failover Manager
This function allows you to stop, run or change the operation mode for the given server.
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On theprimaryserver thé&tart/Stopaction buttons control both servers. Gectmelary

server, they control the secondary server only.

In ader to delegate (switch) active server state to the passive server click the Manual failove
button. This will initiate a failover event and switch the primary server to suspend mode, wh
the secondary server will be promoted to active mode. Pleiaswilhatiop the volume
replication process.

In order to synchronize data frosetbedafgctiveserver to therimaryserver, click the
Sync volumebutton.

Clicking thBailbackbutton will return dnetiveserver state to themanserverwhile the
secondangerver will return passivemode. Please note this is only possible when the
participating volumes are in sync. After the failback has been copnipheteskrtres is

ready for another failover.

NOTE Itis only possible to steh the operation mode frautiveto passive(by clicking the
Manual failoverr theFailbackutton) when all volumes taking part in the failover
tasks (see thEailover Taskisinction) are consistent and the replication connection
has been successfulstablished. It is not possible to perform the manual
failover/failback operations when the replication process is uploading data.

5.2.1.1.2.1 Failover quick start guide

1

= =

Set up volume replication on the primary and the secondary servers. Please note that all volun
replication restrictions apply here (volumes cannot be larger than 16TB, they need to be exactl
ofthe same size and need to have the same I/O method selected [file I/O or block 1/O]).
Start the replication task on the primary server.
On both systems, ¢eca new target with exactly the:same:
I Target Name (Example: iqn.2048 :mirror01)
1 SCSID (Example: dF5NU3IE8ZAcK2XQ)
1 LUN# (Example: 0)
and assign the failover volume as the LUN by clicking ohthetjoeen

NOTE Every time you disconnect a LUN fitsrtarget (clicking on'button) the SCSID
and LUN# will be reset to the original default values. So, before clicking the "+" button
again, please copy & paste the S0Znd LUN# from the primary to the saaign
systems. Make sure the primary and secondary system have an identical settings.
Different settings can cause some initiators to lose connection to the target during
failover.

Go tcSETUR>Failover For both systems, dlinkble failover functioitglin theFailover
configuratiorbox. On the primary node, selecary node on localhaatd enter the

secondary node IP and ping node IP, while on the secondanSeudedatgciode on
localhostand enter the primary node IP. Also, selecfgo@dpconnection mode
(unicast/broadcast).

The options available undeslibey advancetag are described in the Failover configuration

help text.

From the GUI menu of both system$Ent#e> Failover>[interface_designatioahd

configure theetwork interfaces to be used for failover purposes.

Please note that one of the interfaces in each system needsittubblBthaddition, it

needs to have two auxiliary connections. The interface with the virtual IP can also serve as onq
of hie auxiliary connections. To enable virtual IP, select an interface card and click on the
Enable Virtual IBox. Next, enter the virtual IP address, net mask and the broadcast, followed
byapply Please note virtual IP needs to be the same on bothswidgsaim auxiliary
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connection, clitkse this network interface to communicate between theindhes
Auxiliary connectiohox, followed bypply.

Importannote on setting virtual IP addresses
Please set the virtual IP address in a differenbdulimatvthe physical IP address. If
you wish to ham®orethan one pair [Edilover systems, please set each pair in a different
subnetwork. This limitatidiroe removed in the future.

In the Failover services box on the primary node seleat iISICShrhagoply.

In the Failover tasks box on the primary node select the failover task (i.e. the volume replicatio
task you have set up earlier) and click on the right arrow button, then click on apply.

Click on start in the Failover manager bopramany system.

Check the status in the Failover status box; all values must show as OK; also, the source and
destination volumes should be Consistent.

Connect to the mirror target with an iISCSI initiator using the virtual IP previously assigned.
Crede a partition and format the iSCSI disk.

Test the failover function by clicking the Manual failover button in the Failover manager box on
the primary system.

Afterwards, the secondary system should show up as active in the Failover status box. The
primay node will report the status suspend.

In order to test failback, first click on Sync volumes button in the Failover manager box on the
secondary system.

Please check the task status in the Failover status box. It must read Consistent.

Click on the Hzack button in the Failover manager box on the secondary system.

Afterwards, the primary system is back in active mode and ready for another failover

NOTE  Please note that in order to receive failover email notifications, you need to set up
email servie nSETUR> Administrator> E-mail notification

5.2.1.1.2.2 NFS Failover quick start guide

T

=A =4

Set up NAS volume replication on the primary and the seconddeasenverthat all

volume replication restrictions apply here (volumes cannot bedagethtihyaneed to be

exactly dhe same size).

Start the replication tasks on the primary server.

On the primary node create shares on the volumes that are used for replication tasks. During t
failover start, the corresponding shares will be alytoreatiedlon the secondary node.

NOTE If you have manually created shares on the secondary node, make sure that they have
exactly the same configuration as the corresponding shares on the primary node.

Go tdSETUR> Failover For both systems, dhiokble failover functionalitythe~ailover
configuratiorbox. On the primary node, selectry node on localhaad enter the
secondary node IP and ping node IP, while on the secondanSsudedaigctode on
localhostand enter the primargen® Also, select your preferred connection mode
(unicast/broadcast).

The options available undestibey advancetag are described inRladover configuration
help text.

From the GUI menu of both system$§Enté#e> Failover>[interface_desigtion]and
configure the network interfaces to be used for failover purposes.
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Please note that one of the interfaces in each system needsittubbl&ithaddition, it

needs to have two auxiliary connections. The interface with the sisinael?eas one

of the auxiliary connections. To enable virtual IP, select an interface card and click on the
Enable Virtual [Box. Next, enter the virtual IP address, net mask and the broadcast, followed
byapply Please note virtual IP needs te bartte on both nodes. To set up an auxiliary
connection, clidkse this network interface to communicate between theindhes

Auxiliary connectiohox, followed bypply.

Importannote on setting virtual IP addresses
Please set the virtual IP addneadifferent subnetwork than the physical IP address. If
you wish to have more than one pair of NFS failover systems, please set each pair in
different subnetwdrhis limitation will be removed in the future.

In the~ailover servicelsox on the iprary node sel@dtS then click apply

In the~ailover taskbox on the primary node select the failover task (i.e. the volume replication
task you have set up earlier) and click on the right arrow button,ahply. click on
Click omstartin the~dlover managdsox on the primary system.

Check the status infdagover statubox; all values must sho®lgslso, the source and
destination volumes shoulddpesistent

Mount the share using the virtual IP previously bissigiBe. connection.

Test the failover function by clickibigtiel failovdsutton in tHeailover manag®ox on
the primary system.

Afterwards, the secondary system should shaetiugrathe~ailover statubox.The
primary node will report the staspend

In ader to test failback, first cli€yona volumebutton in theailover manag®ox on the
secondary system.

Please check the task status iratluer statubox.It must rea@onsistent

Click on theailbackbutton in thieailover manag®ox on theecondary system.
Afterwards, the primary system is laatikamode and ready for another failover.

NOTE  Please note that in order to receive failover email notifications, you need to set up
email service iIBETUR> Administrator> E-mail notificdbn.
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5.2.1.2 Administrator

FunctiomAdministrator access
Use this function to restrict access to server administration.

HTTPS port
You can change the https port here (the default setting is 443).
Allow access IP
Here you can assign IP addresses (sepgratsdnticolon) that are allowed to access the
server administration webpage. When left blank, the field indicates no restrictions.
Lock console without password
Disables access to the console (and LCD keys).
Lock console with password
To get access to ttansole (and LCD keys) you need to type in the password. Note that this
password should be exactly 8 characters long and include only digits from 1 to 4.
Unlock console
Unrestricted access to the console.

NOTE Please exercise caution with this functiall fomputers in the network receive IP
addresses via DHCP: current IP can be replaced by a new one after the lease ends.
Please pay special attention when using the Lock console fgatungill not be able to
reset to default administrator access ftbenconsole if you make a mistake while setting
the IP address.
If you need to restore the default settings, please access the console, press CTRL+ALT+X
to enter the Extended Tools view and select Restore default administrator settings.

l& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » administrator

Administrator access

HTTPS port: [443 |
Allow access IP: I |

€ Lock console without password 0

€ Lock console with password: [ |

@ Unlock console

Administrator password

Admin. Level: [Full access =l
Enter pass: [ |

Confirm pass: [ |

Event Viewer:

Data Storage Software V6 - All rights reserved

FunctiomPAdnmistrator password

Using this function you can change the passwords for the server administration accounts.
Enter password

Please enter your new password.

Confirm password
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Please retype your new password.
Passwords cannot contain:
special characterguas ' " °
spaces.

The default password for each accadimtiis

NOTE Passwords are casensitive. For security reasons, the password you enter will not be
displayed. Please make sure the Shift and Caps Lock keys are not pressed.

& open-e ENTERPRISE CLASS STORAGE 08 for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » administrator

E-mail notification

¥ send errors
V¥ Send test message

E-mail account settings:
E-mail: ‘ dss220@gmail.com

™ Use authentication

Account name: [

Password: [
SMTP Server: [

Hide advanced <<
Port:

™ Encrypted
Destination e-mail:
@ Use default account e-mail
€ Others

o
a

Event Viewer:
Data Storage Software V6 - All rights reserved

FunctiorE-mal notification
The server can send anadl notification to the administrator in case of any significant events,
critical errors, warnings, etc. To enable this feature check the Send errors box.

E-mail

E-mail address from which notifications &nllibe s
Account name

Account name for thaal address from which notifications will be sent.
Password

Password for the account provided above.
SMTP

SMTP server name.
Destination enail

Administratomeail address to which notifications will be sent.
Port

Port number for the SMTP server.

If you want to send a test message, please check thet messagtion.
If you want to encryphal notifications, checkBheryptedption. #nail notifications are
encrypted with the TLS protocol.

Funcon:SLL certificate authority

To ensure the identity of the web administration tool by letting your web browser automatica
check it whenever you connect for administration tasks, click the SSLCert.crt link to download ¢
install the certificate intoctirtificate management system of your browser.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » administrator

-

8SL authorization

Download SSL Certificate for your browser SSLCert.crt

Select authorization method you want to use:

© SSLV3 +TLS
© ssLv3

© s ——

SNMP settings sl ?

o Info

SNMP v3 is enabled by default, You can turn it off, or change its
configuration. It is used to gather vital server statistics, which you can
view under STATUS->statistics.

M Use SNMP
€ Use SNMP v2
@ Use SNMP v3

Community: [

User Name: [ statistics

Password: [

Contact: ‘ statistics

|
|
|
Confirm password: [ ]
|
|

Location; [ statistics

apply

Event Viewer: B
Data Storage Software V6 - All rights reserved

FunctiorSNMP settings

This function enables you to configure access over the SNMP protocol in versions 2 or 3.

With SNMP enabled you receive a wealth of information (CPU usage, system lmad, memory ir
ethernet traffic, running processes).

System location and system contact are only for your information, for example when you conn
from an SNMP client, you will see your location and name.

SNMP in version 3 has an encrypted transmission fedta® agtveatication by community

string and password.

SNMP in version 2 does not have encrypted transmission and authentication is done only via |
community string.

The community string you are setting can contain up to 20 characters, while¢edpasswor

have at least 8 characters.

Links to SNMP clients:

http://www.muonics.com

http://www.rEpft.com

http://www.adventnet.com

NOTE Our storage system supports SNMP protocol il igti#hdardList of MIBs:
mib-2.host

mib-2.ip

mib-2.tcp

mib-2.ug

mib-2.interfaces

mib-2.at

system

=A =4 =299

Function: UPnP settings
This function enables UPnP protocol for device notification.
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SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP ¥ administrator

UPNP settings

¥ Use UPPP

apply

Please apply changes or press "reload" button to discard

Remote console access sl 7

M Remote access set
Allow 1P: [

Set port: [22222

|
|
Password: [ |
Confirm password: [ |

API Configuration

M Use AP
Allow IP: [ |
Set port: [22223 |
|
|

Password: [

Confirm password: [

Show advanced >

Please apply changes or press "reload" button to discard

Event Viewer:
Data Storage Software V6 - All rights reserved

FunctiorRemote console access

Using this function, you can manage console tools remotely via the SSH protocol (secure she
The default user is calté@nd cannot be altered. The password, however, can be changed.

Allow IP
Here you can assign IP addresses (separated by a semicolon) which are granted remot
access to the server. When left blank, the field indicaté®ns restric

Set port
The default port is 22222 for security reasons, seeingrabdrigiorts are invisible to port
scanners. You can change the setting only to a port withBb885 ¥8RAde. You cannot
indicate ports already in use.

Password
Passworehgth is 8 characters minimum. Be sure to use strong passwords.

Confirm password
Please retype your new password.

Password cannot contain:

special characters suchas'" " " &/$ #[ ]

spaces.

To connect to the server from Linux/MacOSX systems use

ssh-2-p 22222 cli address_ip

where:

option:2 indicates the SSH protocol version used for connection,
option:p indicates the remote access port,

option:l indicates the user (the user needslip be

option: address_ip indicates the adfiteesserver you want to connect to.
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You will be asked for the remote access password you have entered on the server.

To connect to the server from Microsoft Windows, download the fré&u&¥BH client (

in theHost ldme(or IP address) field please enter the IP address of the server,

in thePorffield please enter the same port as in the server GUI (default 22222),

in theProtocdield please select SSH,

in the category: Connectiddata> Autdoginusername plea entercli,

in Terminab Keyboard The Function Keys and keypad pleas¥ B0t

go back to ti&essiorategory, enter the session nameSavbe Sessiofisld and click on
theSavebutton,

next click on the newly saved sessio@peliekd enter the password. (If you have not entered
the Autdoginusername, Putty will prompt you for a username, so pldse enter

FunctionAPI configuration
Using this function, you can administer the system remotely with the SSH (Semale SHell) prot
Default user is ‘api' and cannot be chaogexyer, you can change the password.
Allow IP
You can assign IP addresses (separated by a semicolon) whichaaeegsatutesgtrver
configuration. Empty field means no restriction.
Set port
Defaulport is 22223 for security reasons, because high ports are invisible to port scanners
You can change it to any port within th@5%834range, except for the ports which are
already used.
Password
Minimum password length is 5 characters. Be sstmtigysasswords.
Confirm password
Please retype your new password.

Passwordsannot contain:

special characters: ' "~ " & $ #1,]

spaces.

Example syntax of an SSH command:

ssh-2-p 22223 api ip_address command

option:2 sets the versiofhtbe ssh protocol used for the connection,

option:
option:

p sets the connection port,
| sets the user (the user muaphe

optionip_addressets the address of the server you want to connect to,

optioncommangusehelpto display all availaldenmands.

You will be asked for the password you entered in the API configuration menu.

It is also possible to authenticate without a password by using the key generated after clicki
generate and downloaok, downloading a previously generated kekirnmydolivnloadOn

GNU/Linux systems make sure that the key file has read only rights for the owner (400).
Example syntax of an SSH command using a key:

ssh 4 path_to_the downloaded keyp 22223 api ip_address command

option:

i sets the path teetdownloaded key file,

option:2 sets the version of the SSH protocol used for the connection,

option:
option:

p sets the connection port (default: 22223),
| sets the user (the user musphe

optionip_addressets the IP address of the storager $®u want to connect to,
optioncommanguse 'help' to show all available commands.

NOTE

Every time thgenerate and downlo&dtton is pressed, it generates a new key and the
old key expires.
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5.2.1.3 H/W RAID

Please note that your RAID controller mygpdmtesl by the Ofeata Storage Software V6
in order to function properly.

Function: 3ware manager

This function enables you to enter the 3ware RAID administrati@DRAbesothe enter.
Please make sure that the time difference betweswttheomputer and the server is not
greater than 30 minutes. Otherwise the following error will appear:

You have been logged out due to inactivity or Cookies are disabled.

Default login details:

Login: Administrator

Password: 3ware

= =

NOTE Schedulingasks are not supported for 7000/8000 controllers.

Function: 3ware administrations
This function will restore the 3ware RAID Administrator password Bwitie default:

i& open-e ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » H/'% RAID

3ware manager P

Press "3DM" button to open 3DM Management Utility.

3ware administrations

Press "Reset" button to restore 3DM configuration to factory default.

reset

Adaptec administration

Please use console management tool or remote management tool (Adaptec
Storage Manager). Please refer to Adaptec user manual,

Press "Reset" button to restore Adaptec configuration to factory default.

reset -~

Event Viewer:

Data Storage Software V6 - All rights reserved

Function: Adaptec administration

If an Adaptec RAID series controllealiednstou can use a command line tool in the console
tools fress F1 in the console to list available keyboard shdhietdaptec Storage Manager

tool (which should have come with your Adaptec controller). When connecting remotely to t
Adaptec Stage Manager tool, the default user and passwiord are

Reset
Restores factory default settings for the Adaptec Storage Manager.

NOTE Itis not recommended to change the Agent system base port numbeéhgiarhe

system porinenu) in the AdaptecoBige Manager, as this may cause other services to
malfunction.
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S/W RAID

Function: Unit rescan
This function rescans your system for new units.

[& DATA STORAGE SOFTWARE V6

SETUP

apfﬂ'? ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS

CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » S/ RAID

Unit rescan R

”S/W RAID Units ( '} /?

rescan

Create new S$/W RAID unit

(| Unit S001 232.89 SRY135BZ available

O Unit S000 232.89 ORY1GP7W

=
ke

available

[New RaIDD
[64

Raid level:

Chunksize:

create

Event Viewer:

Data Storage Software ¥6 - All rights reserved

Function: Create new S/W RAID unit

With this function you can create software RAIDs from outisédjeanitsn If you want to

create RAIDs from used units which have already been in use, you need first to delete the conte
of these units in the console first, however please be anaRABEdata from the units

To ceate a RAID selectregponding units, then use the RAID type and Chunk size menus to
configure the new RAID. After setting all required parameters press the Create button.

Allow to create degraded mode
This option allows you to create a RAID1 with one unit, a RAUD&sAathaRAID6 with
three units, even if the minimal number of units.is not met

NOTE Chunk sizédthe minimal portion of data that is written at a time
Available RAIDS:

RAID 0O: a stripe array; requires [minimum] 2 units. In RAID 0 you eachsetk size from within
4k 6 256k. The destination size of the
in the array

RAI D

RAID 1: a mirror array; requires 2 units. Destination size will be equal to: (SINGLE) UNIT_SIZE,

where (SINGLE) UNIZESIs the size of the smallest unit in the array.

RAID 5: a stripe + parity algorithm array; requires [minimum] 3 units with the same capacity. You
can choose the following from the ddapvn menus: (layout) parity algorithm [left/right]
[symmetric/agmmetric]. DESTINATION SIZE: (NR_OF-1JNHINGLE)UNIT_SIZE,
where (SINGLE) UNIT_SIZE is the size of the smallest unit in the array

The (layout) pasatigorithm in RAID 5 is described below.

RAID 5 (layout) paréygorithm




gpen-e

ENTERPRISE CLASS STORAGE 0S for EVERY BUSINESS DATA STORAGE SOFTWARE V6

It is possible to set afdour algorithms for placing data and parity blocks in the matrix. The
default option is&ftnmetric, which is the best algorithm for large reads. Another recommended
value is lefisymmetric.

NOTE Software RAID 5 is not a good choice for writiigod Very small files!

LeftAsymmetric Algorithm RightAsymmetric Algorithm
Unit SQ Unit S1 Unit SZ Unit S3 Unit SQ Unit S1 Unit SZ Unit S3
0 1 2 Parity Parity 0 1 2
3 4 Parity 5 3 Parity 4 5
6 Parity | 7 8 6 7 Parity 8
Parity 9 10 11 9 10 11 Parity
12 13 14 Parity Parity| 12 13 14
LeftSymmetric Algorithm RightSymmetric Algorithm
Unit SQ Unit S1 Unit SZ Unit S3 Unit S Unit S1 Unit SZ Unit S3
0 1 2 Parity Parity 0 1 2
4 5 Parity 3 5 Parity 3 4
8 Parity 6 7 7 8 Parity 6
Parity 9 10 11 9 10 11 Parity
12 13 14 Parity Parity| 12 13 14

RAIDG: a stripe + parity algorithm array; requires minimum 4 units with the same capacity. You
can choose the following from the ddopvn menus: (layout)parity algorithm [left/right]
[symmetric/asymmetric]. DESTINATION SIZE: (NR_OR)ESIN&LE)UNIT_SIZE,
where (SINGLE) UNIT_SIZE is the size of the smallest unit in the array

The (layout) padsdgorithm in RAID 6 is described below.

RAID 6 (layout) pardygorithm
It is posble to set one of four algorithms for placing data blocks and parity blocks in the matrix. Tt
default option isftmmetric, which is the best algorithm for large reads. Another recommended

value is lefisymmetric.

LeftAsymmetric Algorithm RightAsymmetric Algorithm
Unt SO| Unit S1 Unit SZ Unit S3 Unit S Unit S1 Unit SZ Unit S3
0 1 Parity | Parity Parity | Parity 0 1
2 Parity | Parity 3 2 Parity | Parity 3
Parity | Parity 4 5 4 5 Parity | Parity
Parity 6 7 Parity Parity 6 7 Parity

8 9 Parity | Parity 8 9 Parity | Parity
LeftSymmetric Algorithm RightSymmetric Algorithm
Unit SQ Unit S1 Unit SZ Unit S3 Unit S Unit S1 Unit S2 UnitS3

0 1 Parity | Parity Parity | Parity 0 1

3 Parity | Parity 2 3 Parity | Parity 2
Parity | Parity 4 5 4 5 Parity | Parity
Parity 6 7 Parity Parity 6 7 Parity

8 9 Parity | Parity Parity | Parity 8 9

To remove a RAID which has been previously added to a volume group, please enter the Extent
Tools in the console (press F1 in the console todist &egtiouts) and first delete the volume
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group for the RAID in question(the respediive i&im@elete content of units in the Extended
Tools menu). This will enable the Remove button. Otherwise simply press the Remove butto

NOTE You can add sparmits to RAID1, RAID5 and RAID6 arrays.
Please remember that after creating a RAdMfthéinction will show the
synchronization progress. Until this process is finished all actions performed on this array
will be slower.

TIP If units come from the s@ storage (Fibre Channel or iSCSI), efficiency will drop when
using software RAID with them. To achieve optimal performance, you should use units
that come from at least two different storages (for Fibre Channel or iSCSI connections).

l& open-e ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS DATA STORAGE SOFTWARE V6

SETUP CONFIGURATION MAINTENANCE STATUS HELP

You are here: SETUP » 5{W RAID

S/W RAID e-mail notification

S/W RAID Units ( '} /?

M Send array events

I Include resyncing/recovering progress
M Include array status

Drive identifier

O Unit S001 SRY13SBZ

O Unit S000 ORY1GP7W

Event Viewer:
Data Storage Software V6 - All rights reserved

Function: S/W RPemalil notification

It is possible to send notificatioAmail @bout events on software RAID arrays (elg. rebuil
started, rebuild finished, RAID degraded). In order to do so please check the Send array evel
box

NOTE In order to be able to seadtay events viamail you must first enabie-mail
notificatioin SETUBA GAdministratod.

Include resyncing/recovering progress
This enables information about resync/rebuild progress to baai&nraeiced that any
such processes arertgiilace.-Eail will be sent for every 20% done

Include array status
Information about the status ofrelateid array will be added evart: eve

Function: Drive identifier

This function has been designated to assist you in finding diskssaryeuciife.

If you have a hardware RAID installed, the whole RAID array is shown as a single drive, so you r
not be able to determine which drive unit represents which disk when using the S.M.A.R.T. tool ¢
hardware RAID management tool (depertimgnanufacturer of the RAID controller).
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When you click on #ggplybutton, the appropriate disk will start reading and you can determine
which disk it is by watching thaatisky LEDs. For this function to operate properly there should
be no dter activity in progress on the hard drives in question.

NOTE Identification will stop automatically after one minute if you do not stop it before (by
unchecking the appropriate option and clgkipply) Using this function during normal
operation is at recommended and will cause your server to slow. down

After clicking on AMDOO in the | eft hand p
displayed.

Function: Manager
In this function you can manage the RAID array.

Available opeiats:

RAID 0:
The design of this RAID does not permit managementioitstcan have failed statwasy
of them fail, the whole array will be disabled.

RAID 1:

1 To mark a unit as Faulty check the appropriate option (in the F columplyand click Ap

1 To delete any unit from an array check the appropriate option (in the R column) and click on
Remove

1
RAID 5:

i To set unit as a Faulty one mark proper checkbox (in the column F) and click on Apply button.




















































































































































































































































































































































































